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SYSTEM AND METHOD FOR
ACCELERATING ANCHOR POINT
DETECTION

RELATED APPLICATION

[0001] The present application is a continuation of U.S.
patent application Ser. No. 11/756,044, entitled “SYSTEM
AND METHOD FOR ACCELERATING ANCHOR POINT
DETECTION,” filed on May 31, 2007 by Steven C. Miller et
al, the contents of which are incorporated by reference herein
in their entirety. The present invention is related to U.S. Pat.
No. 8,165,221, issued on Apr. 24, 2012, entitled SYSTEM
AND METHOD FOR SAMPLING BASED ELIMINATION
OF DUPLICATE DATA, by Ling Zheng, et al, the contents of
which are hereby incorporated by reference.

FIELD OF THE INVENTION

[0002] The present invention relates generally to data stor-
age compression and, more specifically, to accelerating
anchor point detection for use in sampling based elimination
of duplicate data (de-duplication).

BACKGROUND OF THE INVENTION

[0003] A storage system typically comprises one or more
storage devices into which information may be entered, and
from which information may be obtained, as desired. The
storage system includes a storage operating system that func-
tionally organizes the system by, inter alia, invoking storage
operations in support of a storage service implemented by the
system. The storage system may be implemented in accor-
dance with a variety of storage architectures including, but
not limited to, a network-attached storage environment, a
storage area network and a disk assembly directly attached to
a client or host computer. The storage devices are typically
disk drives organized as a disk array, wherein the term “disk”
commonly describes a self-contained rotating magnetic
media storage device. The term disk in this context is synony-
mous with hard disk drive (HDD) or direct access storage
device (DASD).

[0004] Data storage is a central part of many industries that
operate in archival and compliance application environments,
such as banks, government facilities/contractors and securi-
ties brokerages. In many of these environments, it is neces-
sary to store selected data, e.g., electronic-mail messages,
financial documents and/or transaction records, in an immu-
table manner, possibly for long periods of time. Typically,
databackup operations are performed to ensure the protection
and restoration of such data in the event of a failure. However,
backup operations often result in the duplication of data on
backup storm age resources, such as disks, causing inefficient
consumption of the storage space on the resources. One form
of long term archival storage is the storage of data on elec-
tronic tape media. A noted disadvantage of physical tape
media is the slow data access rate and the added requirements
for managing a large number of physical tapes. In response to
these noted disadvantages, several storage system vendors
provide virtual tape library (VTL) systems that emulate tape
storage devices using a plurality of the disks. In typical VTL
environments, the storage system serving as the primary stor-
age performs a complete backup operation of the storage
system’s file system (or other data store) to the VTL system.
Multiple complete backups may occur over time thereby
resulting in an inefficient consumption of storage space on the
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VTL system. It is thus desirable to eliminate duplicate data on
the storage resources, such as disks associated with a VIL
system, and ensure the storage of only a single instance of
data to thereby achieve storage compression.

[0005] One technique for achieving a reduction in data
duplication (de-duplication) is described in U.S. Pat. No.
5,990,810, entitled METHOD FOR PARTITIONING A
BLOCK OF DATA INTO BLOCKS AND FOR STORING
AND COMMUNICATING SUCH SUBBLOCKS, by Ross
Williams, issued Nov. 23, 1999 (hereafter “the *810 patent™).
The method described in the *810 patent first utilizes a rolling
hash function to generate a plurality of sub-blocks of data.
The rolling hash utilizes a fixed size window of data that
results in a boundary being placed between two sub-blocks.
Once a block of data has been partitioned into sub-blocks, the
hash value of each sub-block is calculated to form a table of
hash values. The hash table is then used to determine if a new
sub-block is identical to any sub-block whose hash value has
previously been stored in the hash table. To perform this
determination, the new sub-block’s hash value is calculated
and compared with the values contained in the hash table. If
the new sub block’s hash value has been previously stored
within the hash table, then the sub block identified with the
stored hash value is considered identical to the new sub block.
In such a case, the new sub block is replaced with a pointer to
the previously stored sub block, thereby reducing the amount
of storage space required for the sub block. A noted disad-
vantage of the technique described in the *810 patent is that it
requires performance of an extensive number of computa-
tionally intensive hashing calculations, which may affect the
overall performance of a storage/VTL system implementing
such a method. Another noted disadvantage is that the hash
table will become larger as the size of a data set increases and
may not scale to large data sets such as terabytes or petabytes
of data.

[0006] Another technique, as mentioned in DELTA STOR-
AGE FOR ARBITRARY NONTEXT FILES by Chris
Reichenberger, in Proceedings of the 3rd International Work-
shop on Software Configuration Management, Trondheim,
Norway, 1214 June 1991 (June 1991), ACM, pp. 144-152, is
to use the hashes of data to find the longest common data
sequence. However, the above method to compute and com-
pare the hashes of all possible substrings in a data set does not
employ any sampling technique. Therefore, it is not scalable
for large data sets.

[0007] A noted disadvantage of the above-described tech-
niques is that de-duplication is performed as a two step pro-
cess. Theun-de-duplicated data is first stored, thereby requir-
ing sufficient storage space. Secondly, the stored data is
de-duplicated using one of the above-mentioned de-duplica-
tion techniques. The use of a two step de-duplication proce-
dure introduces additional complexity into de-duplication
systems. Furthermore, two step de-duplication increases the
overall cost of ownership by requiring system installations to
have sufficient space to initially store the un-de-duplicated
data. Furthermore, the de-duplication procedure typically
significantly increases the overall processing load on a main
processor, such as a central processing unit (CPU), of the
system performing the de-duplication. As a result, other pro-
cesses may be impaired while such de-duplication is ongoing.

SUMMARY OF THE INVENTION

[0008] The present invention overcomes the disadvantages
of the prior art by providing a system and method for accel-
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erating anchor point detection for use in a sampling based
technique for eliminating duplicate data (de-duplication)
stored on storage resources, such as disks. According to the
invention, when a new data set, e.g., a backup data stream, is
received by a server, e.g., a storage system or virtual tape
library (VTL) system implementing the invention, one or
more anchors are identified within the new data set. As used
herein, an anchor is defined as a point within the data set that
defines a region of interest for potential data de-duplication.
Anchors are illustratively located by performing a rolling
hash of the data set. In such cases, an anchor point (“anchor”)
is located within a fixed size region defining a signature
width.

[0009] The anchors are identified using novel anchor detec-
tion circuitry in accordance with an illustrative embodiment
of the present invention. Upon receipt of the new data set by,
for example, a network adapter of the VTL system, the data
set is transferred using direct memory access (DMA) opera-
tions to a memory associated with anchor detection circuitry
that is operatively interconnected with the system. The anchor
detection circuitry may be implemented as, for example, a
field programmable gate array (FPGA) to quickly identify
anchors within the data set. [llustratively, the anchor detection
circuitry implements a rolling hash to locate anchor locations.
The anchor detection circuit may utilize any of a plurality of
techniques for implementing a rolling hash. As the anchor
detection process is performed using separate hardware cir-
cuitry, the load on a main processor of the system is reduced,
thereby enabling line speed de-duplication. Once the anchor
locations have been determined, the anchor detection hard-
ware passes the set of anchor point locations to a VTL module
executing on the main processor to complete the de-duplica-
tion process.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The above and further advantages of the invention
may be better understood by referring to the following
description in conjunction with the accompanying drawings
in which like reference numerals indicate identical or func-
tionally similar elements:

[0011] FIG.1isaschematic block diagram of an exemplary
storage system environment including a virtual tape library
(VTL) system in accordance with an illustrative embodiment
of the present invention;

[0012] FIG. 2 is a schematic block diagram of a VTL sys-
tem in accordance with an illustrative embodiment of the
present invention;

[0013] FIG. 3 is a flowchart detailing the steps of a proce-
dure for performing a sampling based data de-duplication
procedure with hardware assisted anchor point detection in
accordance with an illustrative embodiment of the present
invention; and

[0014] FIG. 4 is a schematic block diagram of an anchor
detection hardware circuit arrangement for locating anchors
in accordance with an illustrative embodiment of the present
invention.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

[0015] A. Storage System Environment

[0016] FIG. 1 is a schematic block diagram of a storage
system environment 100 that may be advantageously used
with the present invention. The storage system environment
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100 comprises a storage system 125 interconnected with a
plurality of clients 110 by network 120. Illustratively, the
network 120 may be embodied as an Ethernet network or a
Fibre Channel (FC) network. Also interconnected with the
network 120 is a virtual tape library (VTL) system 200 that
illustratively implements the data de-duplication technique of
the present invention. The VTL system 200 is operatively
connected to one or more storage devices, such as disks 130,
organized as a storage array 160.

[0017] In operation, the storage system 125 services data
access requests from the clients 110. Each client 110 may be
a general-purpose computer configured to execute applica-
tions and interact with the storage system 125 in accordance
with a client/server model of information delivery. That is, the
client may request the services of the storage system, and the
system may return the results of the services requested by the
client, by exchanging packets over the network 120. The
clients may issue packets including file-based access proto-
cols, such as the Common Internet File System (CIFS) pro-
tocol or Network File System (NFS) protocol, over TCP/IP
when accessing information, such as data, in the form of data
containers, such as files and directories. Alternatively, the
client may issue packets including block-based access proto-
cols, such as the Small Computer Systems Interface (SCSI)
protocol encapsulated over TCP (iSCSI) and SCSI encapsu-
lated over Fibre Channel (FCP), when accessing information
in the form of data containers, such as blocks.

[0018] When an administrator of the storage system 125
desires to perform a backup operation, conventional tape
backup software may be utilized with the storage system 125
to perform a backup operation to the VTL system 200. The
VTL system 200 appears to the storage system 125 as a
remote tape drive; thus, the storage system 125 may perform
a conventional tape backup operation to the VTL system 200
using conventional tape backup software. Typically, each
backup operation results in copying of an entire file system
stored by the storage system 125 to the VL system 200, e.g.,
as a “backup”. A noted result of such copying is that the VTL
system 200 may include significant amounts of duplicated
data, i.e., data that remains common among each of the back-
ups of storage system 125 and/or redundant data between
backups of different clients 110.

[0019] B. Virtual Tape Library System

[0020] FIG. 2 is a schematic block diagram of a VTL sys-
tem 200 that may be advantageously used with the present
invention. [llustratively, the VTL system 200 is a computer
that provides storage service relating to the organization of
information on storage devices, such as disks 130 of a local
storage (disk) array 160. The VTL system 200 illustratively
comprises a processor 222, a memory 224, one or more net-
work adapters 226, anchor detection circuitry 400 and one or
more storage adapters 228 interconnected by a system bus
225. Each network adapter 226 comprises the mechanical,
electrical and signaling circuitry needed to connect the VTL
system 200 to storage system 125 over the network 120. The
VTL system 200 also includes an operating system 250 that
interacts with various modules, such as virtual tape library
(VTL) module 260, described further below. The operating
system 250 may implement a logical data object store on
disks 130 and for use by applications, such as VIL module
260 executing on the VTL system 200. As described herein,
the logical data object store is illustratively embodied as an
anchor database (DB) 270 and a pattern DB 280.
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[0021] In the illustrative embodiment, the memory 224
comprises storage locations that are addressable by the pro-
cessor and adapters for storing software program code, such
as operating system 250 and VTL module 260. The processor
and adapters may, in turn, comprise processing elements and/
or logic circuitry configured to execute the software code and
manipulate the data structures. It will be apparent to those
skilled in the art that other processing and memory means,
including various computer readable media, may be used for
storing and executing program instructions pertaining to the
inventive technique described herein.

[0022] The storage adapter 228 cooperates with the oper-
ating system 250 executing on the VTL system 200 to store
and retrieve information requested on any type of attached
array of writable storage device media such as video tape,
optical, DVD, magnetic tape, bubble memory, electronic ran-
dom access memory, micro-electro mechanical and any other
similar media adapted to store information, including data
and parity information. However, as illustratively described
herein, the information is preferably stored on the disks 130,
such as HDD and/or DASD, of local storage array 160. The
storage adapter includes input/output (I/O) interface circuitry
that couples to the disks over an 1/O interconnect arrange-
ment, such as a conventional high-performance, FC serial
link topology.

[0023] As noted, also interconnected with the system bus
225 is anchor detection hardware 290. In the illustrative
embodiment, the anchor detection circuit 400 may comprise
a card, e.g., a peripheral connection interface (PCI) card
having one or more field programmable gate arrays (FPGAs)
that are connected to the system bus 225. In alternative
embodiments, the anchor detection circuit 400 may comprise
a daughtercard or may be directly implemented on the moth-
erboard of the VTL system 200. More generally, the anchor
detection circuit may comprise a programmable logic device
(PLD), e.g., a FPGA, etc. [llustratively, the anchor detection
circuit 400 identifies anchors within a data set received via,
e.g., the network adapter 226. Upon identifying the anchors,
the anchor detection circuit 400 passes the locations of the
anchors to other modules, e.g., the VTL module 260, for use
in performing de-duplication in accordance with an illustra-
tive embodiment of the present invention. Anchor detection is
typically the most computationally intensive step of de-du-
plication; accordingly, by offloading anchor detection com-
putation to the anchor detection circuit 400, the processor 222
may be able to perform the other steps of de-duplication at
line speed, thereby obviating the need to first store the data in
anun-de-duplicated state before de-duplicating the data. This
enables a reduction in the total cost of ownership of the
system as well as improves performance of the system as
deduplication does not need to be done at a later point in time.

[0024] As noted, the operating system 250 illustratively
implements a logical data object store on disks 130. It should
be also noted that in alternative embodiments, other forms of
data organization may be utilized including, for example, a
file system. As such, the description of utilizing a data object
store should be taken as exemplary only. Furthermore, the
VTL module 260 cooperates with the operating system 250 to
implement virtual tape library functionality for the VTL sys-
tem 200. [lustratively, the VIL module 260 stores data using
the data object store. Notably, the VIL module 260 also
implements the data de-duplication technique of the present
invention using, e.g., dedup module 265. [llustratively, dedup
module 265 is a component of the VTL module 260. How-
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ever, in alternative embodiments, the dedup module 265 may
comprise a module separate from the VTL module 260. Fur-
thermore, in other alternative embodiments the dedup module
265 may be included within operating system 250. As such,
the description of dedup module 265 being a component of
VTL module 250 should be taken as exemplary only.

[0025] C.Sampling Based Data De-Duplication with Hard-
ware Anchor Detection

[0026] Thepresentinvention provides a system and method
for accelerated anchor detection for use with a sampling
based technique for eliminating duplicate data (de-duplica-
tion) stored on storage resources, such as disks. According to
the invention, when a new data set, e.g., a backup data stream,
is received by a server, e.g., a storage system or virtual tape
library (VTL) system implementing the invention, one or
more anchors are identified within the new data set. As used
herein, an anchor is defined as a point within the data set that
defines a region of interest for potential data de-duplication.
Anchors may be located by performing a rolling hash of the
data set. In such cases, an anchor point (“anchor”) is located
within a fixed size region defining a signature width. Anchors
may also be selected based on location within data containers,
e.g., afile, or other contextual information, e.g., at predefined
offsets within the data set.

[0027] Theanchors are identified using novel anchor detec-
tion circuitry in accordance with an illustrative embodiment
of the present invention. Upon receipt of the new data set by,
for example, a network adapter of the VTL system, the data
set is transferred using direct memory access (DMA) opera-
tions to a memory associated with anchor detection circuitry
that is operatively interconnected with the system. The anchor
detection circuitry may be implemented as, for example, a
FPGA to quickly identify anchors within the data set. As the
anchor detection process is performed using hardware cir-
cuitry, the load on a main processor of the system is reduced,
thereby enabling line speed de-duplication. Once the anchor
locations have been determined, the anchor detection hard-
ware passes the set of anchor point locations to a VIL module
executing on the main processor to complete the de-duplica-
tion process.

[0028] FIG. 3 is a flowchart detailing the steps of a sam-
pling based data de-duplication procedure 300 with hardware
based anchor detection in accordance with an illustrative
embodiment of the present invention. The procedure 300
begins in step 305 and continues to step 310 where a new data
set is received by a server, such as the VTL system 200. In the
illustrative environment 100 of FIG. 1, the received data set
may comprise a new tape backup data stream directed to the
VTL system 200 from the storage system 125. However, in
alternate embodiments, any data set may be utilized on any
computer including, for example, a file stored within the
storage system 125. As such, the description of the data set
being a tape backup stream directed to a VIL system 200
should be taken as exemplary only. As noted, in alternate
embodiments, any form of data set may be utilized on any
computer. Thus, the teachings of the present invention may be
utilized in environments different from the VIL system envi-
ronment described herein.

[0029] In step 315, the new data set is transferred to the
anchor detection hardware 400 using, for example, direct
memory access (DMA) operations. For example, the network
adapter 226 may DMA received data to the anchor detection
hardware 400 as it is received via network 120. Anchor detec-
tion hardware 400 then identifies any anchors in the new data
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set in step 320. [llustratively anchors may be identified using
any of a plurality of rolling hash techniques. One exemplary
technique is described further below in reference to FIG. 4.
Other exemplary techniques are described in the above-incor-
porated United States Publication No. US2007/0255758,
published Nov. 1, 2007, entitled SYSTEM AND METHOD
FOR SAMPLING-BASED ELIMINATION OF DUPLI-
CATE DATA, by Ling Zheng, et al. Upon identifying the set
of anchors, the anchor detection hardware 290 passes the
anchor locations to the VIL module in step 325. The anchor
detection hardware 400 may pass the anchor locations to the
VTL module via, for example, DMA operations or may trans-
fer the set of locations to a predefined memory region acces-
sible by the VTL module. Alternatively, the anchor detection
hardware may utilize other forms of interprocess communi-
cation (IPC) to transfer the set of anchor locations to the VIL
module.

[0030] Oncethe set of anchor locations have been passed to
the VTL module, the VTL module 260 determines whether
the identified anchor is located within the anchor database
270 in step 330. Ifthe identified anchor is not stored within the
anchor database, the procedure 300 branches to step 335
where the VTL module places the anchor within the anchor
database. Certain anchors may not be stored in the anchor
database, e.g., anchors that occur too frequently to be of use.
The VTL module may be configured to detect these fre-
quently occurring anchors or may, in alternate embodiments,
track frequently occurring anchors to identify those that
should not be maintained in the anchor database. In step 340,
a determination is made as to whether additional anchors are
located within the data set. If so, the procedure 300 loops back
to step 330 where the VTL module checks whether the next
anchor is in the anchor database. Otherwise, the procedure
300 completes in step 345.

[0031] However, if the identified anchor is located within
the anchor database 270, the VTL module 260 begins a bit-
by-bit (or byte-by-byte) comparison of the region surround-
ing the anchor within the pattern database 280 and the anchor
point within the received data set to identify forward and
backward delta values (step 350). The delta values identify
the number of consecutive bits forward/backward from the
anchor location that are identical between the region in the
pattern database 280 and the received data set. For example,
if the data is identical for a thousand bits in front of the anchor
point and 15 bits behind the anchor point, then the backward
delta value would be set equal to 15 and the forward delta
value would be set equal to 1000. It should be noted that in
certain situations, depending upon placement of anchors, a
particular delta value may be equal to zero. For example, if the
anchor point is selected at the beginning of the window uti-
lized by the rolling hash, no bits prior to the anchor point may
match with the pattern database. The backward/forward delta
values (“deltas”) typically encompass the width of the sliding
hash window; however, this is not a requirement of the present
invention. By utilizing the anchor point along with forward
and backward deltas, a region of duplicate data may be iden-
tified i.e., the data that ranges from the backward delta (num-
ber of bits) behind the anchor point to the forward delta
(number of bits) in front of the anchor point. According to the
invention, this identified region of duplicate data may be
eliminated from the storage, thereby achieving compression
and improving the efficiency of the use of storage resources.
A further description of identifying backward/forward delta
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values is described in the above-incorporated United States
Publication No. US2007/0255758.

[0032] Instep 355, the identified region of duplicate data in
the new data set is then replaced with a storage indicator.
lustratively, the storage indicator identifies the anchor loca-
tion as well as the forward and backward deltas. Compression
of the data set is obtained when the storage indicator is of a
smaller size then the duplicate data being replaced. Thus,
depending upon implementation details, a minimum size may
be required before duplicate data is replaced. For example, if
a storage indicator requires 256 bits, unless (forward delta
value+backward delta value) >256, no compression will
occur. It should be noted that in alternate embodiments, the
system may include an administrator controlled threshold
defining the minimum size before replacement occurs. Such a
threshold may enable the administrator to tune the perfor-
mance of the system based on the nature of the expected data.
Thus, the system may include both static, e.g., size of storage
indicator, and dynamic, e.g., administrator set, thresholds.
Again, if there are no additional anchors in the data set, the
procedure completes in step 345.

[0033] It should be noted that during step 350, the region of
duplicate data being identified may have additional anchor
points. The next anchor point to be processed will be in the
new data after the identified region of duplicate data. Further,
skipped anchor points might not need to be calculated using
the anchor identification technique. The set of new anchor
points in the duplicate data region will be the same as the set
in the original data region. The performance benefit is that
relatively few anchor points will have to be calculated and
processed when processing long streams of matching data.
[0034] As further noted, the present invention offloads
anchor detection from the processor 222 to the anchor detec-
tion hardware 400 to thereby accelerate anchor detection. As
anchor detection is typically the most computationally inten-
sive aspect of deduplication, by accelerating anchor detec-
tion, the overall deduplication procedure may be accom-
plished at line speed, thereby obviating the need to initially
store un-de-duplicated data prior to de-duplication.

[0035] FIG. 41isaschematic block diagram of an exemplary
hardware circuit arrangement 400 for performing anchor
detection in accordance with an illustrative embodiment of
the present invention. Illustratively, anchors are detected by
using a rolling hash on the data. This illustrative technique for
implementing a rolling hash is further described in Indian
Patent Application No. 938/Del/2007, filed Apr. 30, 2007,
entitled SYSTEM AND METHOD FOR IMPLEMENTING
AN EFFICIENT ROLLING HASH, by Roger Stager, et al,
the contents of which are hereby incorporated by reference.
Incoming data bytes 405 are sent both to a variable sized first
in, first out (FIFO) buffer 410 that is sized to a hash window
as well as to a series of lookup tables 415, 435, 455. The
output of each lookup table 415, 435, 455 is fed into one of
three Boolean, e.g. XOR, operators 425, 445, 465. Illustra-
tively, each of the look up tables outputs a random value based
on the data byte entering the table.

[0036] The output of the FIFO 410 is fed into a second set
of lookup tables 420, 440, 460. The output of the FIFO 410
may comprise a byte that is “pushed” or rotated out of the
hash window by a byte 405 entering the FIFO 410. Thus,
during operation, a byte 405 enters FIFO 410 and is moved
along the width of the rolling hash window until it is output
from the FIFO 410. The outputs of the lookup tables 420, 440,
460 are also fed into XOR operations 425, 445, 465. Note that
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the byte values output from tables 420, 440,460 have been
rotated an appropriate number of bits to cancel the effect of
the byte when it first entered the sliding window. The outputs
of'each of the XOR operators 425, 445, 465 are fed into shift
registers 430, 450, 470. The outputs of the shift registers are
fed back into the respective XOR operations as well as into a
XOR operator 475. The XOR operator 475 combines the
values from all three shift registers to generate a single hash
value for the data window.
[0037] The result of the XOR operation 475 is then logi-
cally ANDed in operation 480 with a predetermined, e.g.,
64-bit, mask 485. Illustratively, the 64-bit mask 485 is utilized
to identify whether a predefined bit pattern is the result of the
XOR operation 475. A detector 495 determines whether the
result of the logical AND operation is zero. If so, an anchor
has been detected and the location is recorded as an anchor
point.
[0038] It should be noted that while this example utilizes
three lookup tables and shift registers, the principles of the
present invention may be utilized with other numbers of
lookup tables and/or shift registers.
[0039] Furthermore, whilethis description has been written
in terms of storage deduplication, the principles of the present
invention may be utilized to provide deduplication over com-
munication links. In such an alternate embodiment, a sending
(source) system may perform the above described de-dupli-
cation technique to minimize the amount of bandwidth uti-
lized in transmitting data to a destination system. The source
and destination systems will need to work to ensure that they
share synchronized pattern and anchor databases.
[0040] The foregoing description has been directed to spe-
cific embodiments of this invention. It will be apparent, how-
ever, that other variations and modifications may be made to
the described embodiments, with the attainment of some or
all of their advantages. For instance, it is expressly contem-
plated that the teachings of'this invention can be implemented
as software, including a computer-readable medium having
program instructions executing on a computer, hardware,
firmware, or a combination thereof. Furthermore, it should be
noted that while this description has been written in terms of
VTL system, the teachings of the present invention are not so
limited. As noted above, while the present invention has been
written in terms of a FPGA, the anchor detection circuit may
comprise any form of programmable logic device (PLD). As
such, the description of the use of a FPGA should be taken as
exemplary only. The present invention may be utilized in any
computer environment using any data store, including, e.g., a
file system. Accordingly this description is to be taken only by
way of example and not to otherwise limit the scope of the
invention. Therefore, it is the object of the appended claims to
cover all such variations and modifications as come within the
true spirit and scope of the invention.
What is claimed is:
1. A method, comprising:
receiving a data set at a storage system;
in response to receiving the data set, using anchor detection
circuitry dedicated to detecting one or more anchor loca-
tions, to detect one or more anchor locations in the data
set by an anchor detection circuitry of the storage sys-
tem;
transferring each anchor location to a data de-duplication
module executed by a processor of the storage system;
examining, by the de-duplication module executed by the
processor, bits preceding the anchor location utilizing a
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first delta value and the bits following the anchor loca-
tion utilizing a second delta value to identify duplicate
data; and

in response to identifying the duplicate data, removing the
duplicate data from the data set prior to storing the data
set on a storage device operatively connected to the
stores age system.

2. The method of claim 1 wherein the anchor detection

circuitry comprises a programmable logic device.

3. The method of claim 2 wherein the programmable logic
device comprises a field programmable gate array.

4. The method of claim 1 further comprising adding the
anchor location to a database.

5. A method for anchor detection, comprising:

detecting one or more anchor locations of a data set by an
anchor detection circuitry of the storage system,
wherein the anchor detection circuitry is a hardware
device dedicated to detecting the one or more anchor
locations;

transferring each anchor location to a de-duplication mod-
ule executed by a processor of the storage system,
wherein the anchor detection circuitry and the processor
are separate hardware devices;

determining if the anchor location is located in a database;
and

ifthe anchor location is located in the database, performing
the data de-duplication for the data set utilizing the
anchor location.

6. The method of claim 5 wherein the data set comprises a

tape backup data set.

7. The method of claim 5 further comprising receiving the
data set by a network adapter of the storage system.

8. The method of claim 5 further comprising performing a
direct memory access operation to transfer the data set to the
anchor detection circuitry in response to receiving the data set
from a client.

9. The method of claim 5 wherein detecting the one or more
anchor locations further comprises performing a rolling hash
on the data set.

10. A system, comprising:

a client configured to transmit a data stream to anchor
detection hardware that is configured to identify one or
more anchor locations of the transmitted client data
stream, wherein the anchor detection hardware is a hard-
ware device dedicated to identifying each anchor loca-
tion, the anchor detection hardware further configured to
transfer the anchor location to a de-duplication module
executed by a processor of the storage system, wherein
the processor is a separate hardware device from the
anchor detection hardware; and

the de-duplication module executed by the processor and
configured to: (i) determine if the anchor location is
located in a database, (ii) add the anchor location to the
database if the anchor location is not located in the
database, and (iii) identify duplicate data using the
anchor location and remove the duplicate data from the
received data stream if the anchor location is located in
the database.

11. The system of claim 10 wherein the anchor detection

hardware comprises a field programmable gate array.

12. The system of claim 10 wherein the anchor detection
hardware comprises a card operatively interconnected with a
system bus.
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13. The system of claim 10 wherein the data stream com-
prises a tape backup data stream.

14. The system of claim 10 wherein the anchor detection
hardware identifies the one or more anchor locations by per-
forming a rolling hash on the data stream.

15. The system of claim 10 wherein the de-duplication
module comprises a portion of a virtual tape library module.

16. The system of claim 10 wherein the de-duplication
module is further configured to identify the duplicate data by
examining bits preceding the anchor location utilizing a first
delta value and examining bits following the anchor location
utilizing a second delta value.
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